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Abstract. The purpose of this article is to provide a comprehensive examination of the
legal regulation of decentralized digital identification models and to determine their role in
strengthening the digital sovereignty of the state within the ongoing transformation of the
digital legal environment. Research methods. Methods of analysis and generalization of
scholarly sources, system-structural and comparative legal analysis, legal modeling, and
theoretical interpretation were applied to identify patterns in the development of digital
identification and to substantiate directions for improving regulatory frameworks. Results. The
evolution of digital identification models was examined, and a transition from centralized
registry-based approaches to distributed architectures of trust was established. Key functional
characteristics of decentralized identification solutions based on the cryptographic verifiability
of digital attributes and enhanced user control over personal data were identified. International
and European regulatory approaches to digital identity governance were analyzed, and their
influence on the transformation of interactions among the state, citizens, and digital platforms
was determined. The implementation of decentralized identification mechanisms was shown
to contribute to increased cyber resilience, reduced concentration of personal data risks, and
the development of cross-border digital services. Conclusions. Decentralized digital
identification systems were shown to constitute a new legal paradigm of digital trust and to
serve as an important instrument for strengthening state digital sovereignty. The expediency
of shifting legal regulation from technology-oriented approaches toward functional
mechanisms that ensure trust and protection of digital rights was substantiated.

Keywords: electronic authentication, trusted digital services, personal data protection,
cryptographic verification, distributed ledger technology, digital rights, e-governance, cross-
border interoperability, cyber resilience, digital trust.
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NepeoCMUCIEeHHS MiAXOJiB [0 MepcoHa/bHOI ifeHTUdiKanii B HUdpoBOMY cepe/lOBHILI.
P03BUTOK TpaHCKOpAOHHOI LUPPOBOI B3aEMO/iI, MOCUJIEHHs Kibep3arpo3 i HeobxigHiCTb
3abe3neyeHHs] TEXHOJIOTIYHOI aBTOHOMII JiepKaBU 3yMOBJIIOIOTh GOpMyBaHHSI epeKTUBHUX
NpaBOBUX MeXaHi3MiB cy4yacHUX MoJeJsiel [UPOBOI JOBipH.

MeTow CcTaTTi € KOMIJIEKCHUM aHasi3 NMPaBOBOrO peryJlOBaHHSA JelleHTpaai30BaHUX
Mojzeseil nudpoBoi igeHTUdikalii Ta BHU3HAYEHHd iX poJsi B 3MillHeHHI UUdpPOBOro
CYyBepeHITeTY Aep>kaBU B yMOBax TpaHcdopMmalii uudppoBoro npaBoBOro cepeoBUIIA.

MeTtoau pocuaipkeHHs. 3aCTOCOBAHO MeTOLM aHalizy U y3araJbHEHHS HAyKOBUX
JKepeJi, CHCTEMHO-CTPYKTYPHHUH | TOPiBHAJIBHO-IIPABOBUH aHaJli3, IpaBOBe MOJe/IFOBAHHA Ta
TEOpEeTUYHy iHTepnpeTalilo /JJs BHUMBJEHHS 3aKOHOMIpDHOCTEH PpO3BUTKY ULUGPPOBOI
ifenTHdikanii Ta 06IPYHTYBaHHS HaNPSMiB YA0CKOHAJIEHHS HOPMAaTHUBHOI 6a3u.

PesynbTaTu. JlociigxeHo eBoJOLiI0 Mojesiel udpoBoi izeHTUdiKaLil Ta BCTAHOBJIEHO
nepexij BiJi LleHTpaJi30BaHUX PEECTPOBUX MiAXOAIB [0 pO3INOAIJIEHUX apXiTeKTyp JOBipH.
BusHayeHO OCHOBHI (QYHKI[iOHA/NbHI XapaKTEPUCTUKHU [leleHTpali30BaHUX pillleHb, L0
I'PYHTYIOTbCS HAa KpunTorpadiyHii Bepudikauii iudpoBux aTpUOYTIB i NOCHIEHOMY KOHTPOJII
KOPUCTYBA4iB HaJl epCOHAJbHUMU JaHUMHU. [IpoaHasi3oBaHO MiXXKHApOJHI Ta €BpPONENCHKI
peryJsTOpHI MiAXoAWd [0 yNpaBJiHHA IUPPOBOIO iJeHTUYHICTIO Ta 3’siCOBAaHO iX BIJIMB Ha
TpaHcdopmMalito B3aEMOJii MiXK Jep:kaBolo, rpoMaAsiHaMyd ¥ UUPPOBUMU MaaTPOpPMaMHU.
JloBefeHO, 110 BIPOBA/KEHHS [JelleHTpali30BaHUMX MeXaHi3MiB ifgeHTudikauii crnpuse
Ni/IBUIIEHHIO KiOepCTIMKOCTi, 3MEHILEHHI0O PU3UKIB KOHI|eHTpalil NepcoHaJbHUX AAHUX i
PO3BUTKY TPAHCKOPJAOHHUX LUGPOBUX cepBiciB. BuOKkpeMJeHO HayKOBO-MPaKTHUYHI
npo6JjieMy, TMOB'SI3aHi 3 NHUTAHHSMU HOPUCAHUKIL, pO3MOAIJIOM BiANOBiAAJBHOCTI Mix
y4acHUKaMU LU(POBUX E€KOCUCTEM Ta 3abe3mneyeHHSM OajlaHCy MiX JelleHTpaJsisali€ro i
JlepKaBHUM KOHTPOJIEM.

Y BUCHOBKax 3a3HayeHo, L0 JelleHTpasi3doBaHi cucteMu LUPpoOBOi ifeHTHUdiKaLl
dbopMylOTh HOBY NpaBOBY HapajurMy LUUGpPOBOi AOBipM Ta € BaXKJUBUM iHCTPYMEHTOM
3MilfHeHHsI UPPOBOro CyBepeHiTeTy Jep:kaBu. OGIPYHTOBAHO [OLIJIbHICTh Mepexony Bif
TEXHOJIOTIYHO OPIEHTOBAHOI0 PEryJiloBaHHS A0 QYHKIiOHAJbHUX MeXaHi3MiB, CIPSIMOBAaHUX
Ha 3abe3neyeHHs1 J0BipU Ta 3axucTy IKMPpoBUX MpaB. [loganbuii JoCaiAKeHHS [OLIJBHO
COpsiMyBaTU Ha poO3poO6JIEHHS  HallioHaJIbHOI NpPaBOBOi  MoJesi  BIPOBaJKEHHS
JlelleHTpaJi3oBaHOl 1IMPPOBOI iIEHTUYHOCTI, BU3HAYEHHS1 MeXaHi3MiB BiiMOBiAa/JbHOCTI B
Mexax IHMPPOBHUX EKOCHUCTEM Ta aJanTalil0 Mi)KHApOJAHUX CTAaHAAPTIB [0 YKPaiHCbKOTO
IIPaBOBOI'0 CepelOBUILA.

KiouoBi cioBa: ejieKTpoHHa aBTeHTUiKalis, AoBipui 1UdpoBi cepBicH, 3axuct
NepcoHa/JbHUX JJaHUX, KpuntorpadiyHa Bepudikauis, po3nofiseHi peectpy, qudpoBi npaBa
0ocobu, eJIeKTPOHHEe BpSAYBaHHS, TPAHCKOPJOHHA B3a€EMOJifl, KiOepCTiHKiCThb Jep:KaBH,
nudpoBa AoBipa.

Introduction

The contemporary digital transformation of public administration, economic relations,
and social communications necessitates a reconsideration of approaches to personal
identification in the information environment. The development of electronic services, cross-
border interaction, and the growing volume of data exchange underscore the need for reliable
identity verification mechanisms capable of combining security, human rights protection, and
the technological autonomy of the state. Traditional centralized models of electronic
identification increasingly reveal limitations with respect to cyber resilience, scalability, and
privacy, thereby stimulating a transition toward distributed trust architectures and the
strengthening of user control over personal digital data.

This issue acquires particular importance in the context of global digitalization and
Russian aggression against Ukraine, where the resilience of digital infrastructure becomes an
integral component of national security and the continuity of public services. The establishment
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of the legal and organizational foundations for the functioning of modern digital trust models
extends beyond technological solutions and is linked to the strategic objectives of e-governance
development and Ukraine’s European integration.

The scholarly problem lies in the necessity of reconciling the advancement of distributed
technologies with the existing legal constructs oriented toward centralized data management
systems. The undefined legal status of digital attributes, the distribution of responsibility
among participants in digital ecosystems, and the assurance of the legal significance of
electronic interactions give rise to the need for effective digital trust mechanisms capable of
ensuring secure access to services while preserving the regulatory capacity of the state.

A review of current research demonstrates the formation of a comprehensive scholarly
approach that integrates the issues of digital transformation of the state, human rights
protection, development of decentralized technologies, and assurance of legal certainty in the
use of digital data. In particular, M. Petryshyna and M. Balaban examine digital sovereignty as
the capacity of the state to exercise control over digital infrastructures, information resources,
and electronic identification systems, which constitutes the foundation for the realization of
state functions in the digital environment [1]. H. Muliar et al. substantiate the transformation
of e-governance into the concept of the digital state, in which digital identity acquires the
significance of a universal legal mechanism for individual access to public services [2]. K. Tan
et al,, in a systematic review of digital sovereignty and digital identity, demonstrate that the
development of digitalization and digital transformation alters the role of the state, which
transitions from an administrator of information systems to a guarantor of trust in the digital
space [3]. A. Fischer emphasizes that the legal regulation of digital governance is determined
by jurisdictional rules governing data use, access regimes, and the accountability of entities
managing digital platforms [4].

A substantial body of research is devoted to the human rights dimension of digital
identity, encompassing issues of privacy, the legal status of the digital person, and the
procedural legitimacy of electronic data. O. Chepys analyzes the phenomenon of virtual identity
as a new form of socio-legal representation of the individual, which requires the adaptation of
human rights protection mechanisms to the conditions of the digital environment [5].
A. Tymchyshyn and D. Tymchyshyn investigate documents as procedural sources of evidence,
which is of fundamental importance for the legal recognition of electronic identification records
and digital authentication confirmations in criminal proceedings [6]. A. Zwitter et al. elaborate
on the concept of self-sovereign identity (SSI), according to which the user obtains control over
their own identification data without the involvement of a centralized intermediary [7].
A. Giannopoulou conducts a critical analysis of digital identity infrastructures, demonstrating
the necessity of creating legal mechanisms for accountability and transparent governance of
decentralized systems [8].

A considerable number of works are concerned with the study of technological models of
decentralized identification and their legal frameworks. In particular, S.Cu¢ko and
M. Turkanovi¢ systematize the architectures of decentralized identity and self-sovereign
identity, identifying the principal challenges of standardization, trust, and interoperability of
digital systems [9]. A. Boysen analyzes models of decentralized, self-sovereign, and consortium
identity, demonstrating the necessity of differentiated legal regulation depending on the degree
of centralization in digital infrastructure governance [10]. J. Lim substantiates the potential of
distributed ledger technology (DLT) for harmonizing digital identification solutions and
ensuring the cross-border recognition of digital identifiers [11]. N. Naik and P. enkins examine
the Sovrin network as a practical implementation of self-sovereign identity based on
distributed ledger technology, with an emphasis on issues of trust, network rule governance,
and the legal status of its participants [12]. The practical dimension of digital identification in
public administration is explored by H. Al-Ababneh et al., who demonstrate the potential of big
data analytics for detecting economic crimes in the public procurement system, thereby
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confirming the necessity of integrating analytical tools with reliable digital identification
mechanisms for economic actors [13].

Despite the substantial body of scholarly work in the field of digital identity, its
technological models, and legal regulation, a number of unresolved issues remain. These
include the undefined legal status of digital attributes, the complexity of distributing
responsibility among participants of decentralized systems, and the absence of harmonized
international standards and mechanisms for the cross-border recognition of digital identifiers.
The integration of technological innovations, such as distributed ledgers and self-sovereign
identity, with existing legal constructs oriented toward centralized data management models
remains insufficiently explored. Further analysis is also required of the interrelationship
between the digital sovereignty of the state, human rights, and the security of digital services
in the context of global digital transformation and cross-border interaction.

This article systematizes contemporary approaches to the development of digital
identification and decentralized systems, synthesizes international and European models of
their legal regulation, identifies the principal challenges of jurisdiction, liability, and the balance
between user autonomy and state control, and offers recommendations for the implementation
of decentralized digital systems in Ukraine from the standpoint of strengthening digital
sovereignty and enhancing the security of the digital environment.

The purpose of this article is to determine the distinctive features of the legal regulation
of decentralized digital identification systems and their role in ensuring the digital sovereignty
of the state within the transformation of the digital legal environment.

To achieve this purpose, the following objectives have been defined:

1) to analyze the development of digital identification models and decentralized systems,
identifying their specific features of functioning in the contemporary digital environment;

2) to examine the legal nature of digital sovereignty and its interrelationship with digital
identification mechanisms, as well as to synthesize international and European approaches to
the regulatory governance of such systems with due regard for security and data protection;

3) to identify the principal scientific and practical challenges in the legal framework for
decentralized identification systems and to formulate recommendations for their
implementation in Ukraine from the standpoint of strengthening digital sovereignty.

Results

The development of digital identification reflects the broader transformation of the
digital environment, from centralized administrative models to distributed trust architectures.
Whereas early systems were oriented toward the storage and verification of data within a
single registry, contemporary digital ecosystems require a mobile, cross-border, and
interoperable identity capable of functioning beyond the confines of an individual platform or
state information system. It is precisely these requirements that have driven the formation of
decentralized identification models, in which trust is ensured not through institutional
centralization but through the cryptographic verifiability of digital attributes (Table 1).

Table 1
Evolution of digital identification models and their functional characteristics
Digital Data
. sital Trust Areas of
identification management . User role -
mechanism application
model center
Centralized State or Administrative | Passive entity Banking
corporate verification systems, state
registry registers
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. Dl.g.ltal. Data Trust Areas of
identification management - User role -
mechanism application
model center
Federated Several trusted | Mutual Partial control Single Sign-On,
providers recognition of digital platforms
identities
Platform Global IT Account Platform Google, Apple,
companies authorization dependency Meta accounts
Decentralized Distributed Cryptographic User control SSI, DID, Web3
network verification over data services

Source: compiled by the author based on [1; 2, p. 66; 3, p. 11; 4, p. 5; 5, p- 351]

Decentralized identification systems under contemporary conditions operate on the
principle of “verifiability without centralized data storage”: digital attributes of a person are
formalized as verifiable credentials signed by the issuer and stored in the user’s wallet, while
the external infrastructure is primarily needed for publishing and verifying cryptographic
identifiers and keys. The technological foundation consists of decentralized identifiers (DIDs),
which provide the ability to uniquely reference a subject and the associated DID document
(public keys, services, update methods) without dependence on a single registry or
provider [14]. At the level of application scenarios, this means that when a service is accessed,
the system does not “pull” the profile from a centralized database but rather verifies the
cryptographic proof that the user possesses a valid attribute (e.g., age, status, access rights),
and only the minimum required set of data is transferred. In regulatory and applied terms, such
approaches are already being incorporated into the European digital identity infrastructure
through the digital wallet model, in which the user controls the presentation of documents and
attributes for public and private services, and interoperability is ensured through common
requirements and technical “building blocks” of the ecosystem [15]. The practical value of
decentralization is evident in three effects directly experienced by service operators: the
concentration of risks is reduced (fewer “single points of failure” involving personal data
arrays), the volume of data that must be stored and protected by the service itself is diminished,
and the portability of identity across different trust domains (government services, fintech,
education, mobility) is enhanced. At the same time, in real-world operation, it is the legal
framework that determines whether such an architecture will be not only technically viable but
also legally significant - specifically, who is recognized as the issuer of attributes, how liability
for false certification is established, and how the revocation or suspension of credentials and
the audit of evidence are ensured without excessive surveillance. Accordingly, the distinctive
character of decentralized models in the contemporary digital space is manifested not so much
in the use of a distributed ledger as in the strategic redistribution of roles and legal risks among
the ledger administrator, attribute issuers, wallet providers, and verifiers, while
simultaneously strengthening user control over the data presentation process.

Digital sovereignty in contemporary legal discourse is understood as the ability of a state
to ensure the autonomous functioning of the digital environment by establishing regulatory
rules for data circulation, trust services, and electronic identification procedures. Its
significance extends beyond traditional control over infrastructure and is primarily linked to
the legal definition of digital identity as the bearer of a person’s rights and obligations in the
online space. It is identification mechanisms that constitute the practical dimension of digital
sovereignty, as it is through them that the state ensures access to public services, the legitimacy
of electronic transactions, and the legal certainty of digital interaction among entities (Table 2).
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Table 2
Components of digital sovereignty and their connection to digital identification
mechanisms
Component of Role of digital

Legal content

Practical outcome

digital sovereignty identification
Determination of the
C legal regime for Identity verification
Data jurisdiction o8 &l ty Control of data use
information for lawful access
processing
Regulatory Formulation of Legal recognition of | Legitimacy of online
autonomy national digital rules | electronic identity transactions
Own trusted . -
Infrastructure Reduced dependence . Resilience of digital
. authentication .
independence on global platforms : services
mechanisms
. . Exercise of rights in I : .
Digital rights of - & Identification as a Electronic services
D the digital .
individuals . condition of access and contracts
environment
Cross-border Mutual recognition Interoperable means Sinele digital market
integration of identities of identification & &

Source: compiled by the author

In practical terms, digital sovereignty is realized through the legal establishment of a
framework for trusted identification rather than through the centralization of digital control. A
notable example is the introduction of the EU Digital Identity Wallet, enshrined in the updated
Regulation on Electronic Identification, Authentication and Trust Services (eIDAS 2.0), which
establishes a unified legal model for digital identity across all EU member states. The regulation
stipulates that digital identities continue to be issued by member states but must be mutually
recognized within the Union, ensuring that citizens and businesses can access public and
private services in different jurisdictions without the need to re-identify themselves [16]. This
structure demonstrates a new logic of sovereignty: the state retains regulatory control over the
legal force of identity while permitting its use in a supranational digital space.

In practice, this means that digital identification functions as a legal “gateway” between
national jurisdictions and global digital services. For example, a user can open a bank account,
sign a contract, or obtain a public service in another EU country using a national digital identity
recognized under a single legal standard of trust. As a result, digital sovereignty is realized not
as the isolation of the digital space but as the ability of the state to establish legally binding rules
for the functioning of digital identity, ensuring a balance among intergovernmental integration,
personal data protection, and control over the digital rights of citizens.

A synthesis of international and European approaches to the regulatory framework for
decentralized digital identification indicates the formation of a multilevel system of legal
guarantees within which the technological architecture is subject to security requirements,
legal certainty, and personal data protection. European Union law establishes the legal validity
of electronic identification and trust services through Regulation (EU) N2 910/2014, while the
General Data Protection Regulation (GDPR) [18] defines the boundaries of lawful processing of
identification information and enshrines the principles of data minimization and individual
control over one’s own attributes. At the international level, the recommendations of the
Financial Action Task Force (FATF) [19] and the standards of the US National Institute of
Standards and Technology (NIST) [20] constitute a risk-oriented model for assessing the
reliability of digital identification, which enables the integration of decentralized solutions into
the financial and public sectors without compromising security requirements (Table 3).
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Table 3

Regulatory approaches to decentralized digital identity

Regulatory
act/standard

Level of regulation

Subject of legal
influence

Significance for
decentralized
models

Regulation (EU) No.
910/2014 (eIDAS)

European Union

Legal recognition of
electronic
identification and
trust services

Possibility of cross-
border use of digital
attributes

Regulation (EU)
2016/679 (GDPR)

European Union

Protection of
personal data

Restrictions on
centralized data
storage,
minimization of data
transfer

FATF Digital Identity

Requirements for

Recognition of digital
evidence subject to

. International remote customer .
Guidance : s audit and
identification e et
verifiability
NIST Digital Identity | National (US), Levels of Technology
s : . identification and neutrality and
Guidelines (SP 800- | internationally L .
63) applicable authentication measurable security
reliability criteria

Source: compiled by the author based on [4, p. 8; 6, p. 973; 7; 11, p. 106; 12, p. 4; 13, p. 8866]

The Regulation on Electronic Identification, Authentication, and Trust Services
(eIDAS) [17] establishes the obligation of member states to recognize the electronic means of
identification of other countries, provided that they meet specified levels of assurance, thereby
forming the legal basis for the cross-border use of digital attributes without re-establishing
identity. The General Data Protection Regulation [18] directly affects the architecture of
modern identification systems, as it enshrines the principles of data minimization,
proportionality of processing, and accountability of controllers, which effectively encourages
the transition from the transfer of complete sets of personal information to the confirmation of
individual legally significant attributes of a person. The recommendations of the Financial
Action Task Force (FATF) [19] extend these approaches to the financial sector, permitting
remote digital identification provided that there is an adequate level of identity verification,
auditable procedures, and risk management. The guidelines of the US National Institute of
Standards and Technology (NIST) [20] detail the criteria for assessing the reliability of
identification and authentication, enabling various technological solutions, including
decentralized ones, to be evaluated through the lens of security rather than their organizational
model.

These approaches are of direct practical importance for Ukraine, as national legislation
already implements the European logic of legal regulation of electronic identification through
the Law of Ukraine “On Electronic Trust Services” [21], harmonized with the provisions of
elDAS [17], and the Law of Ukraine “On Personal Data Protection” [22], which establishes
fundamental principles comparable to the requirements of the GDPR. The practice of using
digital documents and electronic identification within the state platform “Diia” [23]
demonstrates a transition from a registry-based model of identity verification to a service-
oriented model of digital trust, in which access to services is provided through the verification
of digital attributes without the physical exchange of documents. At the same time, Ukraine’s
current legal framework remains focused primarily on a centralized registry infrastructure,
creating a regulatory gap between international trends in the development of decentralized
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identification and national legal control mechanisms. Accordingly, international and European
instruments not only shape universal security and data protection requirements but also set
the direction for the further transformation of Ukrainian legislation - from the regulation of
electronic documents to the regulation of digital identity as an independent object of legal
protection. It is the adaptation of these approaches that will determine the feasibility of
integrating decentralized identification systems into the Ukrainian model of e-governance
without forfeiting state control and while preserving digital sovereignty.

The development of decentralized digital identification systems raises a number of
scientific and practical issues related to the incompatibility of traditional legal mechanisms of
territorial jurisdiction with the networked nature of digital interactions. In decentralized
models, the creation, storage, and verification of identification attributes can be carried out by
different entities under different legal regimes, which complicates the determination of the
applicable law, the competent regulator, and the procedures for protecting individual
rights [13, p. 8866]. The legal force of digital identity in cross-border legal relations remains
dependent on national recognition, while the infrastructure itself operates outside a single
control center, creating risks of legal fragmentation.

A significant challenge is the distribution of responsibility among participants of the
decentralized ecosystem. Unlike centralized registry-based models, where the system operator
bears primary obligations for data protection and identification reliability, in a decentralized
environment responsibility is distributed among attribute issuers, software solution
developers, wallet providers, and verification entities [6, p. 973]. This complicates the
determination of liability for identification errors, key compromise, loss of access to digital
identity, or the use of invalid credentials, thereby constraining the full-scale application of such
systems in the domains of public administration and financial services.

A separate set of challenges relates to the need to maintain a balance between
decentralization and state control. Transferring data management to the user strengthens
individual privacy and autonomy; however, it simultaneously complicates the state’s exercise
of supervisory functions, cybersecurity assurance, financial monitoring, and enforcement of
judicial decisions [12, p. 4]. Persistent difficulties remain with regard to the mechanisms for
revoking digital attributes, confirming their validity, conducting audits without accumulating
personal data, and ensuring the evidentiary value of electronic actions in law enforcement
practice. Additional risks are associated with technological dependence on foreign digital
platforms, the absence of unified certification standards for software solutions, and the
complexity of integrating decentralized models with existing state registries.

Under these circumstances, the improvement of the legal framework for implementing
decentralized digital identification systems in Ukraine should be pursued through a
reorientation of regulation from technological solutions toward the functions of digital trust. It
is necessary to establish a normative definition of the legal status of decentralized digital
identity, to codify the roles of the issuer, holder, and verifier of digital attributes, to introduce
procedures for their verification and revocation, and to develop a model of state oversight
compatible with the principle of data minimization. Strategically, such changes should be
regarded as an element of strengthening digital sovereignty, entailing the development of a
national infrastructure for trusted digital services, integration with European electronic
identification mechanisms, and the assurance of citizen control over their own digital identity
without the state forfeiting its regulatory capacity.

Conclusions
The transformation of the digital legal environment drives a natural transition from
centralized registry-based models of electronic identification to decentralized systems in which
trust is ensured through the cryptographic verifiability of attributes and the redistribution of
control in favor of the individual. Decentralized digital identity acquires not only technological
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but also independent legal significance, as it defines the means of confirming a subject’s legal
status, the legitimacy of electronic transactions, and the mechanisms of access to public and
private services. Such systems can serve as instruments for realizing the digital sovereignty of
the state, provided that their legal force, recognition procedures, revocation mechanisms, and
oversight frameworks are properly established in regulation.

A synthesis of international and European approaches has revealed the emergence of a
multilevel regulatory model that integrates requirements for security, data processing
minimization, accountability of participants, and technological neutrality. At the same time, a
number of systemic challenges have been identified, including the undefined legal status of
digital attributes in decentralized environments, the complexity of delineating responsibility
among issuers, wallet providers, and verifiers, the existence of cross-border jurisdictional
conflicts, and the limited interoperability of decentralized models with existing centralized
registries. A further challenge concerns the need to maintain a balance between user autonomy
and the state’s exercise of supervisory, financial monitoring, and cybersecurity functions.

The expediency of transitioning to a functionally oriented model of legal regulation for
digital identification has been substantiated. Within this model, regulatory focus shifts from
technological solutions as such to the functions of digital trust, the legal consequences of
attribute use, and the mechanisms for their verification.

Prospects for further research are associated with developing a national model for
implementing decentralized digital identity, elaborating standardized procedures for the
verification and revocation of digital attributes, and assessing their impact on the resilience of
digital infrastructure, the effectiveness of e-governance, and the protection of individual rights
in the digital space.
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